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ot F2}E sll4"™: bugcrowd &
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AIO|E: https://bugcrowd.com/openai

@OpenAl

Announcing
OpenAl's Bug
Bounty Program

This initiative is essential to our commitment
to develop safe and advanced Al. As we
create technology and services that are
secure, reliable, and trustworthy, we need

your help.

[ Participate in our Bug Bounty Program |

d

190

Vulnerabilities rewarded <2024 0429>
81 132

Validation within Validation within

2 days days

75% of submissions are accepted or rejected within submissions are accepted or rejected within
2 days

Average payout Average payout

$1,133.94 $518.74

within the last 3 months within the last 3 months

Validation within

8 days

75% of submissions are accepted or rejected within 8 days in
last 3 months

Vulnerabilities rewarded <2024 09 07)

Average payout

$1,377.25

last 2 months
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(Al 913 H2| Al : MIT Risk Repository

MIT Al Risk Repository - Domain Taxonomy of Al risks

Domain / Subdomain
Discrimination & Toxicity

Unfair discrimination and misrepresentation
Exposure to toxic content

Unequal performance across groups
Privacy & Security

Compromise of privacy by obtaining, leaking or correctly inferring
sensitive information

Al system security vulnerabilities and attacks

Misinformation

False or misleading information

Pollution of information ecosystem and loss of consensus reality
Malicious actors & Misuse

Disinformation, surveillance, and influence at scale
Cyberattacks, weapon development or use, and mass harm

Fraud, scams, and targeted manipulation

N | ! ' | Al INCIDENT DATABASE

Q +

Discover Submit

https://incidentdatabase.ai/

Domain / Subdomain

Human-Computer Interaction

Overreliance and unsafe use

Loss of human agency and autonomy
Socioeconomic & Environmental Harms

Power centralization and unfair distribution of benefits
Increased inequality and decline in employment quality
Economic and cultural devaluation of human effort
Competitive dynamics

Governance failure

Environmental harm

Al system safety, failures, and limitations

Al pursuing its own goals in conflict with human goals or values
Al possessing dangerous capabilities

Lack of capability or robustness

Lack of transparency or interpretability

Al welfare and rights

English v | nneE ENNE Q

Welcome to the

Al Incident Database

Q Discover Incidents
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